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4
Generic MExE aspects

Support of at least one MExE classmark is mandatory. A MExE device may also include optional support for applications from any other MExE classmark (refer to clause 4.4 “Multiple Classmark support”).

This clause defines the common aspects of all MExE compliant devices, independent of MExE technology.

...

4.7.1
Location of, access to, and security of, the user profile

As multiple user profiles may be defined, the user is able to set up or receive calls/connections associated with different user profiles simultaneously by securely activating a user profile (with each user profile being associated with at least one unique identifier). Refer to table 6 "Security domains and actions" in the Security clause 8.2 “MExE executable permissions” for further details on user profile activation.

The user's characterisation of the MExE device in the user profile may be modified at any time by the user and the service provider, and changes affected at the earliest possible opportunity. 

The security clause shall apply to all user profiles at all times, whether activated or not

The user profile shall be securely managed by the MExE device, and stored in a secure area of the MExE device (either (U)SIM or ME). The service provider may also retain the user profile in the network for service optimisation. User private data in the user profile may also be stored in the network, however only with the user permission.

The support of more than one user profile is not mandatory.

...

4.10
User control of application connections

Support of the user control of application connections is mandatory.

This clause addresses the generic aspects of connection control supported by both WAP and Java classmark MExE devices.

In order to allow the user to maintain control over connections on his MExE device and the ability to initiate connections, the user shall be able to terminate or suspend any active connection associated with an application in the MExE environment of the MExE device. The user shall be able to obtain information about all connections associated with applications on the MExE device (e.g. requesting information, being informed by the MExE device etc.). Behaviour of the application following termination or suspension of its connection is undefined.

The specific support of connection control by WAP classmark MExE devices is identified in subsequent clause 5.3 “Call control”, the security aspects of connection control are identified in clause 8 "Security", and the user control of connection authorisation is identified in clause 4.7 "User profile".

...

4.13
Quality of service

Support of Quality of Service is optional.

Quality of Service (QoS) [28] is seen by the end user as a measure of the amount of network resources given to an application by the underlying network. The network may employ a number of QoS mechanisms, but the end user / MExE executable is not involved in these. The end user / MExE executable requires an interface into the network QoS through a visible set of standard parameters.

A QoS aware MExE executable may request a QoS from the network at the beginning of a QoS session. Changes in the level of QoS provided shall be notified to the end user / MExE executable. An end user may request a change in the QoS through the MExE device MMI. A MExE executable may have several QoS streams open simultaneously.

When the MExE execution environment supports QoS, the MExE executable shall be able to dynamically request a change in the level of QoS at connection setup request or subsequently during the connection. The end user / MExE executable may receive a rejection to a QoS modification request, upon which the end user / MExE executable must be notified.

The end user's service level QoS subscription parameters are stored in the network, they identify the maximum permissible QoS that a user may negotiate with the network. Several QoS subscriptions may be possible for one user. MExE is neither aware nor able to determine or modify the end user's service level QoS subscriptions.

Clause 9 “Quality of Service” defines the necessary functions for a MExE device to accomodate QoS management and provisioning. QoS management may be available directly to the MExE executables themselves, or to the MExE environment.

...

8.2.1
MExE executable permissions for operator, manufacturer and third party security domains

The following table 6 "Security domains and actions" specifies the permissions of operator, manufacturer and third party security domains in the order of restriction.

The actions listed in the security table 6 "Security domains and actions" are generic actions. These actions can only be performed by MExE executables via application programming interfaces (APIs) (which are intrinsically part of the MExE implementation) The security restrictions shall apply to MExE executables whether the API functionality is called directly or indirectly by the MExE executable. Explicit user permission is required for all actions by MExE executables in all domains. Types of user permission are defined in clause 8.3 “User permission types”.

Untrusted MExE executables are not permitted access to any actions which access the phone functionality (phone functionality includes all the actions in table 6 "Security domains and actions") except for the exceptions identified in clause 8.2.2 "MExE executable permissions for untrusted MExE executables".

Actions available using interfaces giving access to the phone functionality (either in existence at the time of approval of this specification or not) that are not listed in the security table 6 "Security domains and actions" shall be categorised into one of the groups in the security table 6 "Security domains and actions" by comparing its action against the groups in order as they are listed in the table 6 "Security domains and actions". If an action can be categorised into a more restrictive group near the top of the table, then it shall not be again categorised into another, less restrictive, group further down in the table. E.g if a new action eventually results in forwarding a call, it shall be categorised into Network access. If the action is totally new, it shall be categorised into some of the groups by comparing its functionality to the group description below and by comparing with the list of actions listed in the table within the group. 

1.
Device core function access includes functions, which are an essential part of the phone functionality .

2.
Support of core software download, which allows updating the ME radio, characteristics and properties by changing the core software in the ME (e.g. a new CODEC may be loaded into a ME, a new air interface, etc.)

3.
 (U)SIM smart card low level access includes functions, which allow communications at the transport service access point (send and receive application protocol data unit).

4.
Network security access includes all functionalities which relate to CHV, CHV2, UNBLOCK CHV and UNBLOCK CHV2 (verification, management, reading or modifying), GSM authentication, GSM ciphering.

5.
Network property access includes functions, which enable the management of operator-related data parameters and network settings.

6.
Network services access includes all functionalities which result in or need interaction via the operator´s network.

7.
User private data access includes all functionalities which relate to management, reading or modifying of data that the user has stored in the MExE device including user preferences.

8.
MExE security functions access includes all functionalities which, through an API relate to certificate handling in the MExE device; end to end encryption, signed content, hashing, access to public, private, secret keys stored in the MExE device or in a smart card.

9.
Application access includes the functionalities which relate to launch provisioned functionality, MExE executables, external executables ((U)SIM tool kit application,…) usage.

10.
Lifecycle management includes the functionalities which are needed for installing or removing MExE executables in the MExE device.

11.
Terminal data access includes the functions which relate to accessing terminal data, i.e. not user data.

12.
Peripheral access includes the functionalities related to peripherals other than user interface peripherals usage through a high level software application interface.

13.
Input output user interface access includes the functionalities related to the user interface and user notification means usage.

Table 6: Security domains and actions

	
	MExE Security Domains

	Actions
	Operator
	Manufacturer
	Third Party

	Device core function access

Start/stop radio

Turn on/off device

Write time and/or date

Activate a user profile

Modify a user profile
	No

	Support of Core Software Download

e.g. Update ME software
	No
	Yes
	No

	(U)SIM smart card low level access11
Send APDU

Slot management (power on/off, reset, port lock…)
	No

	11 – Access to (U)SIM is provided using more high level API as phonebook, application launching 

	Network Security access

Run algorithm

Verify CHV/2 or UNBLOCK CHV/2

Activate/deactivate CHV

Modify CHV/2 
	No

	Network property access

Get IMSI

Get home network

Select network
	Yes
	No

	Network services access

Initiate a voice/data connection 3
Accept a voice/data connection 3
Call forward 4
Multiparty call 4
Call deflection 4
Explicit call transfer 4
Terminate an existing connection

Hold an existing connection

Resume an existing connection

Send point-point message (e.g. SMS, USSD) 4
Query network status

Get signal level

Get call list

QoS management
	Yes
	Yes 6

	3 – A network connection may be via any supported bearer service

4 – Multiparty, deflection, and explicit call transfer shall be permitted only to numbers explicitly supplied by the user to the MExE Executable. Modification of call forward numbers stored in the network shall only be permitted to numbers explicitly supplied by the user to the operator.

6– The Third Party domain's permission to access the networking action depends on the provisioning mechanism as described in clause 8.8.1 "Determining the administrator of the MExE device" 

	User private data access 1
Read

Write

Get properties

Delete

Get Location Information

Read stored SMS

Delete stored SMS

Modify user preferences
	Yes2
Yes2
Yes2
Yes2
Yes2
Yes2
Yes2
Yes7

	1 – User private data includes user files, phonebook, etc located on the MExE device. 

2 – The user shall be able to specify data access permissions within the capabilities of the MExE device. It is not applied to user preferences

7 – Trusted applications only have permission to modify user preferences, and not to activate or de-activate them. The user shall be able to specify for each domain, the preferences that applications in that domain can access. All other preferences shall not be accessible to that domain. The default shall be that there is no access. Single action user permission is the only type of user permission that shall be possible for changes to User Preferences.

	MExE security functions access

Install a certificate for a given domain

Uninstall a certificate for a given domain

Replace a certificate for a given domain

Data encryption API

Verify a signature API

Compute a digital signature API

Hash a content API

Non repudiation API
	Yes 5
Yes 5

Yes 5

Yes

Yes

Yes

Yes

Yes

	5 – Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate.

	Application access

Get application list

Launch an application

Get application status

Stop, suspend, resume an application
	Yes8
Yes8

Yes8
Yes9

	8 – ME provisioned functionality access is limited to manufacturer domain. 
(U)SIM tool kit application access is limited to operator domain.
MExE executable access is limited to MExE executable issued by the same issuer (identify by the certificate) of launched MExE executable

9 – Access is limited to MExE executable which launch the application. But the end user, shall have a way to stop the launched application, MExE environment may stop the launched application or launched application may stop itself. 

	Lifecycle management

Install a MExE Executable

Uninstall a MExE executable
	Yes



	Terminal data access

Get manufacturer software version

Read time and date
	Yes

Yes

	Peripheral access

Sound generation to speaker (e.g. via stream)

Set speaker volume

printer access

Monitor the power state

Change the power state

Activate/ access Serial port (RS232, IrDA, Bluetooth, USB …) access

Activate/access Parallel port 

Activate/access Smart card other than (U)SIM card (Send APDU, Slot management)
	Yes

	Input output User interface access

Input device (keyboard, mouse …)

Output device (display )

Output notification device(smart icon, sound, light, vibrator …) 
	Yes10

Yes10

Yes

	10 – Access request requires no user permission.


...

8.4.1.1 MExE terminal requirements for certificate processing

A MExE device shall support the processing of X509 certificates profiled in the “WAP Certificate and CRL Profile” [47] together with additional requirements defined in the MExE specification, see clause 8.6.1.1 “X509 version 3”.

MExE devices may also support the processing of other certificate formats.
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Figure 6: Trust hierarchy

The boxes below the root keys represent individual public key certificates. The solid boxes represent the minimum MExE, and the dotted boxes represent possible further support for public key certificates (either at the first or subsequent levels).

8.4.2
Certification administration requirements

For control of third party certificates, the MExE device supports storage of a certificate containing an administrator root public key as detailed in clause 8.5.4 “Administrator root public key”.  

This certificate is managed separately from the hierarchy of Figure 6 “Trust Hierarchy” discussed in clause 8.4.1 “Certification requirements”.  The administrator root public key in this certificate is primarily used for designating an administrator of the third party certificates. Note, the administrator root public key does not implicitly define a security domain, and is used in complement with the root public keys of the operator, manufacturer, and third party domains.

The relationship of the administrator certificate (and root public key) to the management of third party certificates is detailed in part of clause 8.6 “Certificate management”.

The relationship of the administrator certificate to the mechanism for determining if a third party certificate is trusted is detailed in part of clause 8.7 “Certificate configuration message (CCM)”.

Mechanisms for designating an administrator are detailed in clause 8.8 “Provisioned mechanism for designating administrative responsibilities and adding third parties in a MExE device”. 
...

8.4.4
Certificate Chain Verification

This clause presents the procedure of validation of any downloaded MExE executable. It checks for the presence of the signature used to sign the application as well as the presence and integrity of all the certificates needed to successfully verify the signature. As a result, the application under scrutiny is deemed trusted or untrusted, i.e. will be allowed execution in one of the secure domains or in untrusted area, or otherwise the application will not be allowed to be executed and will be deleted. In any outcome of the verification, the user is notified about the result. The user also may wish to see certificate details if the application is allowed to be executed on the MExE device.

The MExE device shall follow "certificate verification" procedure as described below. The procedure shall contain at least the following logical phases (not necessarily in the order stated below):

Signature and Certificate Verification Supported: Checks whether signature and certificate verification procedure is supported on the MExE ME. 

Executable with Signature and End Entity Certificate (note): Checks whether the executable contains a signature together with the corresponding end entity certificate. 

Valid Application Signature (note): This phase comprises the following checks:

-
Check if the signature and the end entity certificate formats are supported by the device. If this check fails, the application is classified as untrusted.
-
Check if the signature algorithm is supported/known by the device. If this check fails, the application is classified as untrusted.
-
Check if the signature can be cryptographically verified by using the accompanying end entity certificate . If this check fails, the application is not allowed execution and is deleted.
Complete set of Intermediate Certificates Available (note): Checks if all the necessary intermediate certificates (certificates between the RPK and the end entity certificate) are available. 

Valid RPK on (U)SIM/ME: Checks if a valid RPK (not expired) exists on the (U)SIM or on the ME that could verify a certificate chain originating from the end entity certificate accompanying the application. 

NOTE:
These steps could include validation (e.g. expiration, revocation, etc.) checking by means of e.g. OCSP, SCVP, CRL-Consultation, and etc. The use of certificate revocation checking is recommended but is not mandated or defined in this specification.

Certificate Chain Cryptographically Verified: Checks if all the certificates from the end entity certificate to the RPK can be verified cryptographically. Certificate verification shall be performed according to the functional requirements given in clause 6.1 "Basic Path Validation" of RFC 2459 [43] excluding revocation checking. 

Secure Domains Supported: Checks whether MExE ME supports secure domains. 

Only if all the above checks are successful, the downloaded application is deemed trusted and is allowed to be executed in the designated trusted domain (operator, manufacturer, trusted third party). Otherwise, the application is either untrusted (execution in the untrusted area only is allowed) or deleted (execution is not allowed at all) as per the figure 6A and as explained above. The executable shall only be designated into one of the trusted domains, and it shall be possible to verify the certificate chain unambiguosly to one and only one root public key.

...

8.5
Root Public keys

If the 3 MExE security domains defined in clause 8.1 "Generic security" are not supported, then the root public key management described in this clause is optional.

The definition of the secure mechanism in this clause to mark as valid a root public key certificate on the ME, is out of the scope of this specification.
...

8.5.1.2
MExE device actions on detection of valid (U)SIM application and/or power up
This clause defines the sequence of actions on identification by the MExE ME that a valid SIM card, or USIM application on the UICC, has been detected (e.g. through insertion of (U)SIM card, power up of MExE device etc.).  More specifically, these actions relate to the enabling or disabling of the operator domain and the status of the operator applications on the ME.

The requirements in this clause ensure that the operator domain on the ME belongs to the same operator as the operator that issued the valid (U)SIM application (if detected) in the MExE device and, if there is an operator root public key (ORPK) on the MExE-(U)SIM, that trusted operator applications on the MExE device were verified using that ORPK.

The ME shall support the use and management of an Operator root public key (ORPK) on the MExE-(U)SIM.

On power up the MExE device shall behave as dictated by figure 7 "Terminal behaviour on power up" below.
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Figure 7: MExE device behaviour on power up
Note that on DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits. The MExE device needs to know how many digits to use, however this is outside the scope of this specification. The identity of the root public key has to be defined.

The ME shall only read the ORPK from the MExE-(U)SIM when required and shall not store a ORPK from the MExE-(U)SIM on the ME in a manner inconsistent with that detailed in clause 8.5.1.1 “Caching of root public keys”.

When an operator root public key stored on the ME is marked as invalid, all operator applications verified using that root public key or by certificates verified by a chain that terminates with that root public key, shall cease operation as soon as possible and shall be marked as untrusted.

Removal of the (U)SIM shall not cause the status (i.e. valid or invalid) of any operator root public key on the MExE device to change. 

...

8.5.3
Third party root public key

The ME shall support secure storage for at least one certificate containing a third party root public key. The ME shall support the use and management of certificates containing Third Party root public keys stored on the MExE-(U)SIM and in ME. For support of public key management on the SIM and the USIM refer to GSM 11.11 [27] and 3GPP TS 31.102 [39] respectively. The MExE device may contain root public key (s) generated by CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove Third Party root public keys at any time using a system administrative tool. 

The Manufacturer, Operator and Administrator may at their discretion, securely install certificates containing Third Party root public key(s) on behalf of the user, e.g. at the time of manufacture by the Manufacturer. See clause 8.6 "Certificate management" for details of Administrator control of Third Party certificate download.

If a Third Party public key is deleted or becomes invalid, then the certificate chain to MExE executables previously executing in the Third Party Domain certified by that public key will become "untrusted".

There may be any number of Third Party root public keys on the MExE device.

The third party domain administrator, i.e. the Administrator (user or other body) shall be able to enable and disable Third Party root public keys by using CCM, see clause 8.7 “Certificate configuration message (CCM)”. The process of adding/removing public keys and enabling/disabling public key are independent.

All third party certificates shall be subject to restrictions imposed by valid certificate configuration messages.

See clause 8.6 "Certificate management" for the management of Third Party root public keys.

8.5.4
Administrator root public key

To help with the control of Third-Party certificates, the ME shall support secure storage for a certificate containing an administrator root public key. The ME shall support the use and management of a certificate containing an Administrator root public key stored on the MExE-(U)SIM and in the ME. The ME shall behave according to clause 8.8.1 “Determining the administrator of the MExE MS”. For support of public key management on the SIM and the USIM refer to GSM 11.11 [27] and 3GPP TS 31.102 [39] respectively. 

A secure mechanism may be used to mark as valid a new certificate containing the administrator root public key on the MExE device. It shall only be possible to use this mechanism to mark a certificate containing a new administrator root public key on the ME as valid, when all administrator root public keys are marked as invalid.

There shall be no more than one valid administrator root public key on the MExE device at any one time. A valid administrator root public key on the (U)SIM shall always have precedence over any administrator root public key on the ME. Any administrator root public key(s) on the ME shall be marked invalid when a valid administrator root public key is present on the (U)SIM.

The MExE device shall support the administrator designation mechanism explained in clause 8.8 "Provisioned mechanism for designating administrative responsibilities and adding third parties in a MExE device" and the secure downloading of CCMs explained in clause 8.7.4 “Authorised CCM download mechanisms”.

The user shall not be able to delete an administrator root public key or certificate.

The system shall support a mechanism (as part of a provisioned functionality and/or inherently part of the MExE implementation) allowing the owner of the MExE device to manage the administrator root public key (including the download of a new administrator root public key) as defined in clause 8.8.1.1 "Administrator of the MExE device is the user". This mechanism shall be secure so that only the owner can use this functionality.

The administrator root public key can be downloaded to the MExE device as described in clause 8.10.4 "Administrator root certificate download mechanism".

If the Administrator root public key is stored in the (U)SIM, the ME shall only read the Administrator root public key from the MExE-(U)SIM when required and shall not store the Administrator root public key from the MExE-(U)SIM on the ME in a manner inconsistent with that detailed in clause 8.5.1.1 “Caching of root public keys”.

See clause 8.6 "Certificate management" for the management of Administrator root public keys.

The same root public key may be used for both the Administrator role and the operator or manufacturer domain. This facility does not imply any increased right of the manufacturer or operator to take the Administrator role.

If the same root public key is used for the operator domain and Administrator role and this root public key is stored on the MExE-(U)SIM (see [27] and [39]), there shall be separate entries relating to each use of the root public key in the operator and administrator trusted certificate directory files. These entries in the operator and Administrator trusted certificate directory files may point to the same root public key in the certificate data file.

If the root public key to be shared is not stored on the (U)SIM, then procedures relating to this are out of the scope of this specification.

8.5.5
Handling of MExE executables when their valid root public key is not available

This clause considers the effect on MExE executables when the root public key of a secure domain (e.g. operator, manufacturer, third party) is no longer available (e.g. when the UICC is being physically removed, or the root public key is no longer valid).

...

8.6.1.1

X.509 version 3

The MExE certificate format as specified in clause 8.4.1.1 “MExE terminal requirements for certificate processing” shall support the X.509 version 3 access-Restriction  extension.

X509 version 3 provides a mechanism to define extensions. An Object identifier (OID) is defined for each private extension as defined in X509 [26]. The extension is defined to be within the ETSI Object Identifier (OID) name space.

This extension shall apply irrespective of the presence or otherwise of any other X.509 key usage or extended key usage field.

Normal use of the "critical" flag for extensions apply. That is, if this extension is marked as critical in the certificate used to verify the signature on the application or in any certificate in the chain used to verify the signature and this extension cannot be processed in the MExE devicethen the certificate shall be considered invalid.

The syntax of the extension is defined in annex C “Access restriction certificate extension”.

...

8.9.1
PersonalJava security

There are two types of Java security [20]: sandbox, and fine grain.

The sandbox model [18] has just one domain; there is no concept of a partly trusted domain. The sandbox meaning of "trusted" means it is totally unrestricted to access all system resources.

Using the sandbox system, each MExE security domain shall be implemented as running in a sandbox, configured with different privileges corresponding to those of the domain. If the security domains are not supported then the Java sandbox security model shall be supported and it shall be configured for untrusted MExE executables support only, as defined in clause 8.2 “MExE executable permissions”.Using the fine grain Java security system [19], each MExE security domain will be a set of constraints within which a Java fine grain security domain can be configured.

8.9.1.1
Java applet certification in PersonalJava

Support for trusted applets is optional. Although a Java application shall be executed in a trusted domain if its certification can be validated, a Java Applet will not necessarily be executed in a trusted domain even if it does have a valid signature. It will be up to the implementers to decide if "trusted" Applets will be supported. (In certain implementations, all Applets may be always executed as "untrusted".)

8.9.1.2
Java application signature verification in PersonalJava

The verification of the certification of the application or applet shall be performed as described in clause 8.5 ”Root Public keys” and clause 8.8 “Provisioned mechanism for designating administrative responsibilities and adding third parties in a MExE MS”.

...

8.11
 MExE executable integrity

If the 3 MExE security domains defined in clause 8.1 "Generic security" are not supported, then the pre-verification of MExE executables at launch time described in this clause is optional.

A potential threat is that MExE executables may be securely authenticated at the time of download, but tampered with or corrupted prior to being launched. Further a certificate may be compromised or expired. Authentication of a MExE executable at the time of download does not ensure that the MExE executable has not been modified when it is subsequently launched. Furthermore, authentication of a MExE executable at the time of launch does not ensure that the MExE executable is not modified during execution. Similarly, verification of the certificate at the time of download may not ensure that the certificate is valid at time of application launch, and verification of the certificate at the time of launch does not ensure that the certificate remains valid during execution.

Therefore, the MExE device shall ensure application integrity immediately prior to application execution. 

Application integrity is defined as the state in which:-

· application code has not been modified since authentication; and

· the certificate containing the root public key is checked and known to be valid.

The mechanism by which the device preserves integrity is an implementation detail, dependant on the application storage mechanism and access. Examples of mechanisms that contribute to such application integrity could include :

· Storage of applications in a non-compromisable memory area on the device;

· Preventing launch of the application when the MExE device becomes aware that the certificate is invalidated;

· Full signature verification prior to each application invocation (see clause 8.11.1 “Full signature verification”);

· Optimised pre-launch signature verification (see clause 8.11.2 “Optimised pre-launch signature verification”);

· Periodic full signature verification by separate process during application execution.

The list of examples is not exhaustive and any other mechanisms ensuring application integrity may be equally considered.

A MExE device may furthermore ensure that the application code has not been modified during application execution.

...

Annex A (normative):
MExE profile of PKCS#15

A.1
PKCS#15 certificate object attributes presentation

Details from PKCS#15[32] in this annex A.1 “PKCS#15 certificate object attributes presentation” are for information only. 

...

A.3
Coding and storage in MExE-(U)SIM

See detail of file hierarchy and file properties in (U)SIM document [27] and [39]. 

Since the domain attribute is not available in PKCS#15 v1.0, MExE creates one directory file for each trusted domain. If the domain attribute is available in the next PKCS#15 versions, for future new domains, MExE may create a common directory file. See abstract syntax definition and coding detail in PKCS#15 document [32]. 

The address of the certificate descriptor Elementary File is fixed.

According to PKCS#15 [32] clause 7.6 "The PKCS15Certificates type" , the contents of a certificate descriptor Elementary File must be the value of the DER encoding of a SEQUENCE OF PKCS15Certificate (i.e. excluding the outermost tag and length bytes).

The address of the certificate data Elementary File is unspecified.

According to PKCS#15 [32] clause 7.6 “The PKCS15Certificates type”, the certificate data value is coded according to the related certificate type (e.g. DER for X5.09, base64 for SPKI and PGP, WTLS network format for WTLS, DER or PER for X9.68).

...

D.1
State of a MExE executable

The life cycle of MExE executables (clause 4.9 "Provisioning and management of services") is described using a state machine. In a MExE device a MExE executable can have the following states and transitions between states.
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	State or Transition (=>)
	Description

	Initial => Discovered
	The MExE executable is discovered (clause 4.9.1 "Service discovery").

	Discovered
	The MExE executable is discovered and can be installed or executed without installation. (Only executables useable on the MExE device should enter this state.)

	Discovered => Resident
	The discovered executable is selected to be installed and the executable is transferred (clause 4.9.2 "Service transfer") to the MExE device for installation.

	Discovered => Uninstalled Execution
	The discovered executable is selected to be executed without installation.

	Discovered => final state
	The executable is undiscovered.

	Resident
	The executable is stored in the MExE device. It has been transferred or is pre-loaded.

	Verification
	This is the initial sub-state of the Resident state. This is a composite state. There is a description of the Verification state in D.4.

	Verification => Configuration
	The result of the verification indicates that the executable can be installed in one of the Domains.

	Configuration
	This is a sub-state of the Resident state. The executable can be configured, manually or automatically (clause 4.9.3 "Service installation and configuration").

	Configuration => Released
	The service is released for execution.

	Released
	This is a sub-state of the Resident state. The executable is resident, configured and released for execution. This is a composite state and there is a description of it in D.2.

	Released => Configuration
	The executable is blocked for execution or an executable has changes security domain (The user shall have the possibility to review the configuration before the executable is released for execution with different privileges.).

	Resident => final state
	The Resident state is left when the service is deleted (clause 4.9.6 "Service deletion"). From the MExE device point of view the executable does not exist any more. (The Integrity and Certification Validation (clause 8.6 "Certificate management") can also force a deletion)

	Uninstalled Execution
	The executable is executed without installation. This is a composite state. There is a description of the Uninstalled Execution state in D.3.

	Uninstalled Execution => final state
	The Uninstalled Execution state is left when the executable terminates by itself or when the user terminates the executable (clause 4.9.5 “Service termination”). From the MExE device point of view the executable does not exist any more.

	Uninstalled Execution => Resident
	This is a possible but unusual transition. A MExE executable that has been used for uninstalled execution is installed without retransferring.
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